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Whilst much has been written about Log4j and the potential impact to the 
applications that rely on the now infamous java library, little has been said  
­ÅďķĴ�ìďœ�­ĴĴ­ÆāÐīĮ�ÆďķăÌ�ăÐŒÐī­æÐ�ĴìÐ�Ŧ­œ�Ĵď�æ­ðĊ�ÆďĊĴīďă�ďå�řďķī�Ìďĉ­ðĊ� 
at the highest levels of privilege.

“But there is no Java in Active Directory” I hear you all cry…

There is no Java in Active Directory
Sounds like good news, right? And it is, to a certain extent. Unfortunately, it’s a little more complicated than that,  
­ĊÌ�ĴìðĮ�Ŧ­œ�ðĮ�­�ŒÐīř�Ĵ­ĊæðÅăÐƢ�­ăÅÐðĴ�ðĊÌðīÐÆĴƢ�ĴìīÐ­Ĵ�Ĵď�ĉďĮĴ��ÆĴðŒÐ�#ðīÐÆĴďīř�ðĊåī­ĮĴīķÆĴķīÐĮơ

For the purpose of this article, we will assume that you are familiar with Active Directory and that you understand  
its strategic position for information systems.

�Ð�œðăă�ÌðĮÆķĮĮ�ťŒÐ�ĉ­þďī�ĮðĴķ­ĴðďĊĮ�ðĊ�œìðÆì�OďæŶwìÐăă�­ăăďœ�­ĴĴ­ÆāÐīĮ�Ĵď�­ÆìðÐŒÐ�ÆďĉĨăÐĴÐ�Ìďĉ­ðĊ�ÌďĉðĊ­ĴðďĊ� 
ďŒÐī�řďķī��ÆĴðŒÐ�#ðīÐÆĴďīř�ðĊåī­ĮĴīķÆĴķīÐơ�}ìÐĮÐ�ťŒÐ�ĮðĴķ­ĴðďĊĮ�­īÐ�ĊďĴ�ÐŘì­ķĮĴðŒÐ�­ĊÌƢ�ÅÐřďĊÌ�­Ċř�ÌďķÅĴƢ�ĴìÐīÐ� 
are many other compromise paths using similar concepts.

Numerous sources try to enumerate the software that are vulnerable to Log4Shell. And while these sources are  
not exhaustive, we are going to use what they have already listed to develop our risk scenarios. 

One of the most current lists referencing the impacted editors and solutions can be found at the following address: 
https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592
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 – Source: https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592

Risk Situation #1 

Log4Shell-vulnerable AD management or security tools – IMPACT: 
DOMAIN DOMINANCE
Numerous solution providers for Active Directory require a service account with elevated privileges. These elevated 
privileges on Active Directory mean these solutions have the ability to perform any action in the Active Directory 
database and in the SYSVOL directory.

Aå�řďķ�­īÐ�ķĮðĊæ�ďĊÐ�ďå�ĴìÐĮÐ�ĴřĨÐĮ�ďå�ĮďåĴœ­īÐƢ�­ĊÌ�ðå�ðĴ�ðĮ�­ååÐÆĴÐÌ�Åř�ĴìÐ�OďæŶL�Ŧ­œƢ�ĴìÐĊ�­ĊřďĊÐ�ƶ�­ĊřďĊÐƦ�ƶ�ďĊ�řďķī�
local network can take control of your Active Directory.

Step 1A: Using an Active Directory management or security software that requires  
elevated rights:
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wĴÐĨ�ų�ƣ�}ìÐ�OďæŶwìÐăă�Ŧ­œ�ðĮ�ÐŘĨăďðĴÐÌ�ďĊ�ĴìÐ��ÆĴðŒÐ�#ðīÐÆĴďīř�ĉ­Ċ­æÐĉÐĊĴ�ďī�
security software:

Step 1C: Active Directory Domain Dominance

This is not a theoretical risk. A quick search will give you plenty of Active Directory management software 
affected by Log4J. If you use any of these solutions, then anyone on your local network can take control of your 
Active Directory domain.
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Risk Situation #2 

Log4Shell-vulnerable AD management or security tools – IMPACT: 
DOMAIN DOMINANCE
Despite countless explicit recommendations from leading national cybersecurity agencies, numerous  
�ďīæ­Ċðš­ĴðďĊĮ�ÆďĊĴðĊķÐ�Ĵď�ðĊĮĴ­ăă�­ĊĴðƶŒðīķĮ�ďī�'#t�­æÐĊĴĮ�ďĊ�ĴìÐðī��ÆĴðŒÐ�#ðīÐÆĴďīř�Ìďĉ­ðĊ�ÆďĊĴīďăăÐīĮơ� 
This is a major mistake which leads to a dramatic increase of their attack surface. 

Aå�ĴìÐ�'#t�­æÐĊĴĮ�­īÐ�ðĊĮĴ­ăăÐÌ�ďĊ�ĴìÐ�Ìďĉ­ðĊ�ÆďĊĴīďăăÐīĮƢ�­ĊÌ�ĴìÐ�­æÐĊĴ�ðĮ�­ååÐÆĴÐÌ�Åř�ĴìðĮ�OďæŶwìÐăă�Ŧ­œƢ� 
then anyone on your local network can take control of your Active Directory domain.

}ìÐīÐǁĮ�­ĊďĴìÐī�œ­ř�­ĴĴ­ÆāÐīĮ�Æ­Ċ�ăÐŒÐī­æÐ�'#t�ĮďăķĴðďĊĮ�Ĵď�­ÆìðÐŒÐ�ĴìÐ�Į­ĉÐ�īÐĮķăĴĮơ�AĊĮĴÐ­Ì�ďå�ķĮðĊæ� 
ĴìÐ�ŒķăĊÐī­ÅðăðĴř�Ĵď�ÆďĉĨīďĉðĮÐ�ĴìÐ�'#t�­æÐĊĴĮ�ĴìÐĉĮÐăŒÐĮƢ�ďĊÐ�ĉ­ř�ÆďĉĨīďĉðĮÐ�­�OďæŶwìÐăăƶŒķăĊÐī­ÅăÐ� 
'#t�ĉ­Ċ­æÐĉÐĊĴ�ÆďĊĮďăÐ�ðĊĮĴÐ­Ìơ��ðĴì�ÆďĉĨăÐĴÐ�ÆďĊĴīďă�ďå�ĴìÐ�'#t�ĉ­Ċ­æÐĉÐĊĴ�ÆďĊĮďăÐƢ�­ĊÌ�œðĴì�'#t� 
agents installed on domain controllers, domain domination is a click away.

 – Source: https://www.ssi.gouv.fr/uploads/IMG/pdf/NP_ActiveDirectory_NoteTech.pdf
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Step 2A: Installing EDR agents on your domain controllers:

wĴÐĨ�Ŵ�ƣ�OďæŶwìÐăă�ðĮ�ÐŘĨăďðĴÐÌ�­æ­ðĊĮĴ�ĴìÐ�'#t�­æÐĊĴĮ�ďĊ�­Ċ� 
Active Directory domain controller:

Step 2C: Active Directory Domain Dominance:

�æ­ðĊƢ�ĉ­Ċř�'#t�ĨīďŒðÌÐīĮ�ì­ŒÐ�ĮÐÐĊ�ĴìÐðī�ďĊƶĨīÐĉ�ĉ­Ċ­æÐĉÐĊĴ�ÆďĊĮďăÐ�­ååÐÆĴÐÌ�Åř�OďæŶwìÐăăƣ�ðå�řďķ�­īÐ�
ķĮðĊæ�ĮķÆì�­Ċ�'#tƢ�­ĊřďĊÐ�ďĊ�řďķī�ăďÆ­ă�ĊÐĴœďīā�Æ­Ċ�Ĵ­āÐ�ÆďĊĴīďă�ďå�řďķī��ÆĴðŒÐ�#ðīÐÆĴďīř�Ìďĉ­ðĊơ�
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Risk Situation #3 

wďĉÐ�OðĊķŘƮ�UA��ĮřĮĴÐĉĮ�­īÐ�ðĊ�ƾ�#��īðÌæðĊæƿ�ĮĴ­ĴķĮ�­ĊÌ� 
host a Log4Shell-vulnerable application or demon – IMPACT: 
TIER-1 COMPROMISE 
�ÆĴðŒÐ�#ðīÐÆĴďīř�ÅīðÌæðĊæ�ư�#��īðÌæðĊæƱ�ðĮ�­�ĉÐÆì­ĊðĮĉ�œìðÆì�­ăăďœĮ�ķĮÐīĮ�Ĵď�ÆďĊĊÐÆĴ�Ĵď�ĊďĊƶ�ðĊÌďœĮ�ĮřĮĴÐĉĮ�ư�UA�Ƣ�
OðĊķŘƢ�T­ÆZwƱ�œðĴì��ÆĴðŒÐ�#ðīÐÆĴďīř�ÆďĊĊÐÆĴðďĊ�ðÌÐĊĴðťÐīĮơ�}ìðĮ�ĴřĨÐ�ďå�­īÆìðĴÐÆĴķīÐ�ÐĊ­ÅăÐĮ�ĮřĮĴÐĉ�­ÌĉðĊðĮĴī­ĴďīĮ�Ĵď�
easily manage users, applications, data, and other aspects of their network by using a sole directory: Active Directory.

You can implement AD Bridging either by using the native functions of certain Linux distributions, or by using 
ÆďĉĉÐīÆð­ă�ĨīďÌķÆĴĮ�Ĵì­Ĵ�­ăăďœ�åďī�­�œðÌÐī�åķĊÆĴðďĊ­ă�ÆďŒÐīðĊæơ�UďĴÐ�Ĵì­Ĵ�OðĊķŘƮ�UA��ĮÐīŒÐī�ĉ­ÆìðĊÐĮ�­īÐ�æÐĊÐī­ăăř�
ÆďĊĮðÌÐīÐÌ�­Į�}ðÐīƶų�œðĴìðĊ�ĴìÐ�TðÆīďĮďåĴ�}ðÐīðĊæ�ĉďÌÐăơ

T­Ċ­æÐĉÐĊĴ�ì­ÅðĴĮ�ÌðååÐī�œðÌÐăř�ÅÐĴœÐÐĊ��UA��­ĊÌ��ðĊÌďœĮ�ĨīďÌķÆĴðďĊ�ĴÐ­ĉĮơ�UďĊÐ�ďå�ĴìÐĉ�ðĮ�æďďÌ�ďī�Å­ÌƢ�ĴìÐř�
are just different. One of these differences lies in the fact that, in an AD Bridging design, you need to have service 
­ÆÆďķĊĴĮ�œðĴì�ĴìÐ�Į­ĉÐ�Ĩ­ĮĮœďīÌ�ďĊ�­�ĮÐĴ�ďå��UA��}ðÐīƶų�ĉ­ÆìðĊÐĮơ��ĊÌ�Įď�ðå�ďĊÐ�ďå�ĴìÐĮÐ��UA��ĉ­ÆìðĊÐĮ�æÐĴĮ�
ÆďĉĨīďĉðĮÐÌƢ�ĴìÐĊ�ĴìÐ�­ĴĴ­ÆāÐī�Æ­Ċ�ÐĮÆ­ă­ĴÐ�ðĴĮ�ăďÆ­ă�ĨīðŒðăÐæÐ�­ĊÌ�ĉďŒÐ�ă­ĴÐī­ăăř�Ĵď�­ăă�}ðÐīƶų�ĉ­ÆìðĊÐĮơ

 – Source: https://www.identitycosmos.com/http:/www.identitycosmos.com/technique/unix_nis_maps_active-directory
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wĴÐĨ�ŵ�ƣ�AĉĨăÐĉÐĊĴðĊæ��#��īðÌæðĊæƣ����ĊðŘ�ĮřĮĴÐĉ�ðĮ�ðĊĴÐæī­ĴÐÌ�ðĊ��ÆĴðŒÐ�#ðīÐÆĴďīř�­ĊÌ�
hosts an application with Kerberos integration

wĴÐĨ�ŵ�ƣ�}ìÐ�OďæŶwìÐăă�Ŧ­œ�ðĮ�ÐŘĨăďðĴÐÌ�ďĊ�ĴìÐ��UA��ĮřĮĴÐĉ�ďī�ďĊ�ĴìÐ�­ĨĨăðÆ­ĴðďĊ�œðĴì�
Kerberos integration:

wĴÐĨ�ŵ�ƣ��ďĉĨīďĉðĮÐ�ďå�ĴìÐ��UA��ĮřĮĴÐĉƢ�­ĊÌ�ĨīďÅ­ÅăÐ�ă­ĴÐī­ă�ĉďŒÐĉÐĊĴ�Ĵď�­ăă��UA��
systems present on Tier-1.
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Risk Situation #4 

Log4Shell-vulnerableSIEM or Data Lake solution – IMPACT:  
HIDING IN PLAIN SIGHT 
T­Ċř�ďīæ­Ċðš­ĴðďĊĮ�ķĮÐ�­�wA'T�­ĊÌƮďī�­�#­Ĵ­�O­āÐ�ĮďăķĴðďĊ�Ĵď�ÆďăăÐÆĴƢ�ĮĴďīÐƢ�­ĊÌ�ÆďīīÐă­ĴÐ�ĮÐÆķīðĴř�ÐŒÐĊĴĮơ

Aå�­�wA'T�ďī�#­Ĵ­�O­āÐ�ĮďăķĴðďĊ�ðĮ�ŒķăĊÐī­ÅăÐ�Ĵď�OďæŶwìÐăăƢ�­ĴĴ­ÆāÐīĮ�Æ­Ċ�ìðÌÐ�ĴìÐðī�­ÆĴðďĊĮ�œðĴìðĊ��ÆĴðŒÐ�#ðīÐÆĴďīř�Åř�
ĉ­ĊðĨķă­ĴðĊæ�ĴìÐ�ÆďăăÐÆĴÐÌ�Ì­Ĵ­Ƣ�ďī�Åř�Æì­ĊæðĊæ�ĴìÐ�ÆďĊťæķī­ĴðďĊ�ďå�­ăÐīĴĮ�œðĴìðĊ�ĴìÐ�wA'Tơ

Step 4A: Implementation of a SIEM with collection of events from the domain controllers

wĴÐĨ�Ŷ�ƣ�}ìÐ�OďæŶwìÐăă�Ŧ­œ�ðĮ�ÐŘĨăďðĴÐÌ�ďĊ�ĴìÐ�wA'Tơ
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Step 4C: The attacker has the capacity to hide all its malicious actions created 
ðĊ��ÆĴðŒÐ�#ðīÐÆĴďīř�Åř�ÌÐăÐĴðĊæ�ÆÐīĴ­ðĊ�Ì­Ĵ­�ðĊ�ĴìÐ�wA'TƢ�ďī�Åř�ĉďÌðåřðĊæ�ĴìÐ�
correlation or event alert rules.

Step 5A: Implementation of an attack path visualization solution with collection 
of information from the domain controllers.

Risk Situation #5 

Log4Shell-vulnerable AD paths visualization solution – IMPACT: 
BACKDOORS CONCEALMENT
}ìÐ�OďæŶwìÐăă�Ŧ­œ�ÅÐ­īĮ�­�Ĩ­īĴðÆķă­īðĴřƣ�ðĴ�Æ­Ċ�­ååÐÆĴ�­�ĮďåĴœ­īÐ�ðĴĮÐăåƢ�ďī�þķĮĴ�­�ÆďĉĨďĊÐĊĴ�ďå�ðĴơ�}ìðĮ�ĉ­āÐĮ�ĴìÐ�
ðĊŒÐĊĴďīř�ďå�ĴìÐ�Ŧ­œ�ÐŘĴīÐĉÐăř�ÆďĉĨăÐŘƢ�ĮðĊÆÐ�ðĴ�īÐĪķðīÐĮ�ďīæ­Ċðš­ĴðďĊĮ�Ĵď�ì­ŒÐ�ĴìÐ�­ÅðăðĴř�Ĵď�ĮÆ­Ċ�­ĊÌ�­ķÌðĴ�­ăă�
components, and not only the software “surface”.

�Ċ�ðăăķĮĴī­ĴðďĊ�ďå�ĴìðĮ�ăðÐĮ�ðĊ�ĮďĉÐ�­ĴĴ­Æā�Ĩ­Ĵì�ŒðĮķ­ăðš­ĴðďĊ�ĮďăķĴðďĊĮ�Ĵì­Ĵ�­īÐ�Å­ĮÐÌ�ďĊ�ďĨÐĊƶĮďķīÆÐ�ăðÅī­īðÐĮ� 
­ååÐÆĴÐÌ�Åř�ĴìÐ�OďæŶwìÐăă�Ŧ­œơ
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wĴÐĨ�ŷ�ƣ�}ìÐ�OďæŶwìÐăă�Ŧ­œ�ðĮ�ÐŘĨăďðĴÐÌ�ďĊ�ďĊÐ�ďå�ĴìÐ�ÆďĉĨďĊÐĊĴĮ�ďå�
the Active Directory attack path visualization software. 

wĴÐĨ�ŷ�ƣ�}ìÐ�­ĴĴ­ÆāÐī�Æ­Ċ�Ċďœ�ÐŘĨăďðĴ��ÆĴðŒÐ�#ðīÐÆĴďīř�ĉðĮÆďĊťæķī­ĴðďĊĮ�
(typically in order to establish persistence through backdoors ) while hiding 
all its malicious actions from the attack path visualization tool’s users.

Most attack path / data visualization solutions use Neo4J to store AD data. As of the date of this article, Neo4J 
ŒÐīĮðďĊĮ�ŶơŴǗ�­īÐ�ðĉĨ­ÆĴÐÌ�Åř�ĴìÐ�OďæŶwìÐăă�Ŧ­œơ�}ìðĮ�ÐŘ­ĉĨăÐ�ĨÐīåÐÆĴăř�ðăăķĮĴī­ĴÐĮ�ĴìÐ�ðĉĨďīĴ­ĊÆÐ�ďå�ĊÐĮĴÐÌ�
ÌÐĨÐĊÌÐĊÆðÐĮƢ�ĊďĴ­Åăř�ðĊ�ĴìÐ�ZĨÐĊƶwďķīÆÐ�œďīăÌơ�

 – Source: https://community.neo4j.com/t/log4j-cve-mitigation-for-neo4j/48856
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AĮ�OďæŶwìÐăă�Ŧ­œ�ÐŘĨăďðĴ­ÅăÐ�Åř�t­ĊĮďĉœ­īÐ�ďĨÐī­ĴďīĮƨ
Generally, new vulnerabilities are not immediately exploited by ransomware. Other operators though could be. For 
ÐŘ­ĉĨăÐ�ĴìīÐ­Ĵ�­ÆĴďīĮ�īÐĮÐăăðĊæ�ƾĨīðĉďƶðĊåÐÆĴðďĊĮƿ�­ĊÌ�īÐĉďĴÐ�­ÆÆÐĮĮ�ðĊ�ƾ�ďĉĉ­ĊÌ�ǳ��ďĊĴīďăƿ�ĉďÌÐ�Œð­�}īďþ­ĊĮ�­īÐ�ĴìÐ�
most likely to exploit new opportunities such as Log4Shell:

That being said, it turns out that Log4Shell has been actively exploited by a new breed of ransomware only 5 days 
­åĴÐī�ĴìÐ�ŒķăĊÐī­ÅðăðĴř�œÐĊĴ�ĨķÅăðÆơ�}ìðĮ�ĊÐœ�ī­ĊĮďĉœ­īÐ�ƶ�ƾNìďĊĮ­īðƿƶ�ķĮÐĮ�OďæŶwìÐăă�­Į�­�ĉÐ­Ċ�Ĵď�ÌÐĨăďř�­�ĊÐĴœďīā�
ÌðĮÆďŒÐīř�ĴďďăƢ�œìðÆì�œðăă�ðĊ�ĴķīĊ�ÌÐĨăďř�ĴìÐ�ÐĊÆīřĨĴðďĊ�Ĩ­řăď­Ìơ���ĉķăĴðƶĮĴ­æÐ�­ĨĨīď­Æì�Ĵì­ĴǁĮ�ĴřĨðÆ­ă�ďå�ī­ĊĮďĉœ­īÐĮơ

 – Source: https://www.bleepingcomputer.com/news/security/new-ransomware-now-being-deployed-in-log4shell-attacks/
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About Tenable

}ÐĊ­ÅăÐƢ�AĊÆơ�ðĮ�ĴìÐ��řÅÐī�'ŘĨďĮķīÐ�ÆďĉĨ­Ċřơ�ZŒÐī�ŵŲƢŲŲŲ�ďīæ­Ċðš­ĴðďĊĮ�­īďķĊÌ�ĴìÐ�æăďÅÐ�īÐăř�ďĊ�}ÐĊ­ÅăÐ�Ĵď�
understand and reduce cyber risk. As the creator of Nessus, Tenable extended its expertise in vulnerabilities 
Ĵď�ÌÐăðŒÐī�ĴìÐ�œďīăÌǁĮ�ťīĮĴ�Ĩă­Ĵåďīĉ�Ĵď�ĮÐÐ�­ĊÌ�ĮÐÆķīÐ�­Ċř�ÌðæðĴ­ă�­ĮĮÐĴ�ďĊ�­Ċř�ÆďĉĨķĴðĊæ�Ĩă­Ĵåďīĉơ�}ÐĊ­ÅăÐ�
customers include more than 50 percent of the Fortune 500, more than 30 percent of the Global 2000 and 
ă­īæÐ�æďŒÐīĊĉÐĊĴ�­æÐĊÆðÐĮơ�OÐ­īĊ�ĉďīÐ�­ĴǊwww.tenable.com.

Conclusion
Aå��ÆĴðŒÐ�#ðīÐÆĴďīř�ðĮ�ðĉĨďīĴ­ĊĴ�Ĵď�řďķ�ƶ�­ĊÌ�œÐ�ÆÐīĴ­ðĊăř�ìďĨÐ�ðĴ�ðĮ�ƶ�ĴìÐĊ�ðĴ�ðĮ�ķīæÐĊĴ�řďķ�ÐŘĨ­ĊÌ�řďķī�OďæŶL�
ĮÆ­ĊĊðĊæ�­ĊÌ�ťŘðĊæ�ÐååďīĴĮ�Ĵď�­ăă�ĴìÐ�ĴřĨÐĮ�ďå�ĮďăķĴðďĊĮ�œÐ�ìðæìăðæìĴÐÌ�ðĊ�ĴìðĮ�ÌďÆķĉÐĊĴơ��ăă�ďå�ĴìÐĉ�ÆďķăÌ�
grant direct or indirect control of your AD to attackers.

For additional information on Log4Shell, please read these articles on the Tenable website:

ìĴĴĨĮƣƮƮœœœơĴÐĊ­ÅăÐơÆďĉƮÅăďæƮ­Ĩ­ÆìÐƶăďæŶþƶŦ­œƶ­ƶåķāķĮìðĉ­ƶĉďĉÐĊĴƶåďīƶĴìÐƶÆřÅÐīĮÐÆķīðĴřƶðĊÌķĮĴīř

ìĴĴĨĮƣƮƮœœœơĴÐĊ­ÅăÐơÆďĉƮÅăďæƮ­Ĩ­ÆìÐƶăďæŶþƶŦ­œƶĨķĴĮƶĴìðīÌƶĨ­īĴřƶĮďåĴœ­īÐƶðĊƶĴìÐƶĮĨďĴăðæìĴ

ìĴĴĨĮƣƮƮœœœơĴÐĊ­ÅăÐơÆďĉƮÅăďæƮÆŒÐƶŴŲŴųƶŶŶŴŴźƶĨīďďåƶďåƶÆďĊÆÐĨĴƶåďīƶÆīðĴðÆ­ăƶ­Ĩ­ÆìÐƶăďæŶþƶīÐĉďĴÐƶÆďÌÐƶ
ÐŘÐÆķĴðďĊƶŒķăĊÐī­ÅðăðĴř

AĊ�ďīÌÐī�Ĵď�ĮÐÆķīÐ�řďķī��ÆĴðŒÐ�#ðīÐÆĴďīř�ðĊåī­ĮĴīķÆĴķīÐ�œðĴì�­Ċ�­æÐĊĴƶåīÐÐ�ĮďăķĴðďĊ�œðĴìďķĴ�ÐăÐŒ­ĴÐÌ�ĨīðŒðăÐæÐĮƢ�
please check our website dedicated to tenable.ad: ìĴĴĨĮƣƮƮœœœơĴÐĊ­ÅăÐơÆďĉƮĨīďÌķÆĴĮƮĴÐĊ­ÅăÐƶ­Ì

Thank you for taking the time to read this article. 
wřăŒ­ðĊ��ďīĴÐĮ�Ƹ�wÐÆķīðĴř�wĴī­ĴÐæðĮĴ�ƶ�}ÐĊ­ÅăÐ


